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Abstract:
With the immense growth of Cyber Physical Systems (CPS’s) development and utilization in critical infrastructures such as unmanned aerial vehicles, autonomous transportation systems, and smart power grids assurance of their security and resiliency is yet of a significant challenge for industries. Rising concerns of the cyber-attacks on critical infrastructures is above and beyond its socioeconomic burden. Although defense mechanisms of CPSs have been significantly improved incorporating smart detection and control platforms, yet a similar growth in the generations and models of cyber-attacks cannot be discarded. Combinatorial forms of cyber-attacks are among the generation that conventional attack detection control systems are not optimized to respond to. A cyber or physical attack might cause a degradation in performance of the CPSs and trigger malfunctioning of their normal operations. Significant failures could also be triggered, if coordinated cyber-physical attacks are launched to compromise multiple subsystems of the system. This makes the traditional solutions more susceptible to inefficient attack prevention, detection and control. Furthermore, existing control and communication protocol strategies are not fully capable to prevent and respond to these types of cyber-attacks. This requires vulnerability identifications along with smart collaborative integration of controllers, sensors, actuators and communication protocols in real-time. The seminar discusses recently introduced mathematical approach to Time Delay Switch (TDS) attack as a comprehensive outlook for the new generation of cyber-attacks. A broad overview of domain applications of CPS’s in smart grid, autonomous vehicles and unmanned aerial vehicles with potential effects of cyber-attacks will be discussed. CPS’s under TDS cyber-attack will be formulated and control-coupled communication solutions to prevent, detect, and compensate will be presented.
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